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Dynamic amnbutes

Statle attributes  Spatial OR temporal attribute Appusage  Unlock failure  Procimity e Data confidenmality

Conext aware RBAC |2

Event driven RBAC | 3]
Temporal REAC [4]

Spanal RBAC |5

Spatial remporal RBAC [6]
Location aware RBAC [ 7]
Locationm aware AAC |E]
Spatizl-Tempora! and E-health [ 17]
Location based encryption | 18]
Locanion and mobile [19]
Gepencryption |20]

Secure localization [21
Location based encryption | 23]
Proposed scheme
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Setup S
® AA generates group bilinear parameters: g, g, (31, « S{14;¢r), for a given security parameter A and o € [0, 1P
= AA randomly generates secrets v, 1y, £ Z, for each attribute i (1 <7 £ N) where & is the total number of attributes
monitered by the authority.
» AA publishes the cormesponding public keys Ty = g« ¥ie |l,... N and ¥ = &g, g},

Key Issuing ‘K&
» To issue decryption keys for user u, AA chooses a random polynomial g, with degree o — 1 where p(0) = v. It
should be noted that p (0) for any users should be equivalent to y.
* AA generates decryption eredential for ™ attribute for w as; D7) = g™ where ¥i € 4y (41 denotes the attributes
set of ).
Encryption &
Data owner encrypts data m for attribute set A, = A, | A, where 4y = a5, . .. i) denotes the atiributes maintained
by AA and A = {a., i | denotes the dynamic attributes defined by the data owner, as follows:
* Data owner randomly chooses 54, sg € Z; and encrypts the data as Ency = m¥,
* Data owner computes Eq = M Ma. WM a2 . IMa, ¥ E = @' Yie 4y, where 2 [0, 1] — £, isa
secure hash function, M is a mapping function of dynamic attributes and || denotes concatenation.
* MNow data owner uploads CT, = {Encw, Ey £5,¥i € A, and A¢) into the cloud.
Decryption 1

User downloads CT,, from the cloud and checks the required attributes wo decrypt m.

User computes & E;, D) = élg. g™ where i € A Aw.

Using interpolation technique, u can compute ¥ = &g, gy = #g, g)™.

Mow corporate app installed in users mobile device computes the hash value of dynamic attributes such as cur-
rent location, risk-=level associated with current location and risk-level associated with user behavior and outputs
B MTal MM A 00

User can decrypt the data as follows (only if AUMal NMa L MU0 = B MG N LM 2000
B ML M I R ML L M, 10T
Ency,. 5 = Y e T o

= m.

3 s
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A&b_’f(M(a;.l)|lM(aé,2)||...IIM(a’c.n)) -

palif )

Setup 5: For a given security parameters 4 and o € [0, 1} , group bilincar parameters are gencrated by the atiribute
authorities as follows: g, @y, 22, &) Gy, Gr — S(14;0). Mow, attribute authorities interact with each other and execute
the following:

s i AA randomly chooses vy €y &, and computes ¥; = &gy, g2)", and sends ¥} to the other attribute authorities,
where each AA computes ¥ = [| ¥y = &g, g2)5 .
Each pair of attribute authorities shares a secret, &% authority and /" authority randomly choose s, € &y such that
Sk = Sk
& authority randomly chooses x, € Z; and computes v = i::‘ Using the shared secret s ; and u, atiribute authorities

Taf{ st X N sy

kand j computes ¥ and ¥, . respectively,
B AA randomly chooses a secret £, € Ey for ™ atribute, and computes the corresponding public key as Ty, = g,
(e {1, N} and £ £ {1,..., K)), where A} is the number of attributes monitored by authority k.

Key Issuing W& User v executes the following steps with each authority #:

'f FETTRa ] Rl l;'=|,,—||l X

+ Forj € (1,.... K}/ (K], user gets the Dy = g| Ry for k = jor Dy = g, ifk < j, where Ry, € By isa
random valuc
+ After obtained all Dy, user computes Dy = [T nen aenmn D = gf' , where
Ry = Bk el KIxI1... 118 Rk
# |f user # satisfies oy number of attributes, then & AA randomly picks a di-degree polynomial py, with pe (0} =
Vi — l.‘cu
+ Authority & computes S = _E";""".""" ie[l,.... Ny, k.
Encryption &: Data owner encrypts data m for attribute set dy, = A% 1A% 1L A% |4 as follows (Le. 4%, ¥ & denotes
the attribute set maintained by kth AA):

* Data owner randomly picks s, sp € £, and encrypts the data as follows: Enc,, = m¥*e.
* Data owner computes Ey = Al M{ae 1Mz 20 .. || MUa 0¥ ) = g2, -:f_l. —iry "} i€ f.* e [l,.
* Now Data owner uploads CTy, = [Emey, Eg, £,.C¥i € 4,4 and 4] into the cloud.

Decryption 22

* User downloads C T, from the cloud and checks the required attributes to decrypt m.
* For each authority &:

* Using 5 ;and the mrrespundm L4 i user computes & (8, C )

* User 11114,|:I'p|;:u|a1u all &(gy, g2)™ it Fand gets P, = &gy, g2 sk

User multiplies all Py,'s together and gets () = &gy, g2 ) 2% ""~ =

F: |."'1 L_|-:I-..r~ A0
""":I._Jal: B ] I:-: X |.b_
i
* MWow corporate app installed in users” mobile device computes i Mg’ ,Jll’bﬂfu S M,
User can decrypt the data as follows (only if i{M(a’ NI Mal 00|l 'L?’ta ) hl’ lL*.f{ar i W{z.r 2. .. IAMY a0
o B LM N DM N D ) rag M NI NI 1
Ency. 7 = M e Wiz N T Mias N8

=M.
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